
GridWise Alliance Technology Council Meeting Agenda
Adaptive Protection and other Resilience Enhancing Technologies
July 26, 2023 @ 3:00 PM ET 

I. Welcome & Antitrust Guidelines Josh Steinhardt, Operations Director

II. Presentations on Adaptive Protection and other 
Resilience Enhancing Technologies

Montie Smith, Energy Solutions Advisor, Dell Technologies

Paul Myrda, Sr. Technical Executive, Electric Power Research 
Institute (EPRI)

Sergey Kynev, Lead Engineer, Siemens Energy

III. Questions and Discussion All



GridWise Alliance 
Antitrust Compliance Program Guidelines 

It is the policy of the GridWise Alliance to comply fully with the antitrust laws.  The 
Sherman Act and other applicable antitrust laws are intended to promote vigorous 
and fair competition and to combat various restraints of trade. 

Each person who participates in GridWise Alliance activities has a responsibility to 
his/her employers and to the GridWise Alliance to avoid any improper conduct from an 
antitrust standpoint.  The following guidelines will assist in meeting this responsibility: 

1. GridWise Alliance meetings and discussions generally cover topics related to
the generation, transmission and distribution of electricity.  Should related 
discussions ever have any potential for competitive impact, all due care shall 
be taken to avoid such discussion between competitors. 

2. In view of antitrust considerations and to avoid any possible restraints on
competition, the following legally sensitive subjects must be avoided during any 
discussion between competitors: 

(a)  Future marketing plans of individual competitors should not be 
discussed between competitors; 

(b)  Any complaints or business plans relating to specific customers, 
specific suppliers, specific geographic markets or specific products, 
should not be discussed between competitors; 

(c)  Purchasing plans or bidding plans of companies in competition 
should not be discussed (except privately between two parties with a 
vertical commercial relationship such as supplier and customer); and 

(d)  Current and future price information and pricing plans, bidding plans, 
refund or rebate plans, discount plans, credit plans, specific product 
costs, profit margin information and terms of sale should not be 
discussed between competitors.  All of the above are elements of 
competition.  

3. Any question regarding the legality of a discussion topic or business practice
should be brought to the attention of the GridWise Alliance legal counsel or 
a company’s individual legal counsel for advice. 



Dell Technologies in 
Utilities

GridWise Alliance Technology Council Meeting:

Adaptive Protection Technologies

Montie Smith – Energy Solution Advisor
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vPAC: Virtual Protection, 
Automation, and Control
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Driver of Change: Disrupted Electric Grid for the 21st Century
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Digitalize To Optimize
Software-Defined Automation & Control Systems

Enhance Reliability, Safety, Security, Manageability and Edge Analytics

Legacy Substation Future Substation

Partition Isolation Encapsulation Hardware Independence

Device Reduction Decrease Operations & Maintenance Cost

Rugged Server’s
(IEC – 61850 – 3 class 2

& ANSI 1613)

Standardize Hardware Platform Improve Reliability, Safety and Security Reduce Capital Investment Reduce Operation and Maintenance Cost

RTU

Firewall

Router

Switch

PMU

SCADA

Security

IED’s
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Typical Substation
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Typical Substation Equipment
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Typical Substation Eqiup
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Centralized Protection Equipment

Substation Control 

Building
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Microprocessor Based Substation Control
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Current Substation 

Control Architecture

Bay 1 Bay 2 Bay 3 Bay 4

• Current substation control and 

monitoring architecture is limited. It 

consists of many single function 

intelligent electronic devices (IED) 

from multiple vendors each connected 

via complex copper cabling to 

substation equipment.

• This leads to an inefficient use of 

space and resources that is not easy 

to scale. This lack of scalability leads 

to increased O&M costs.

• Fundamental changes in substation 

architecture is needed to enable the 

energy transition and meet new 

distribution models.
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Substation Functions as VMs

Functions as 

Virtual Machines

Functions as 

Individual IEDs

VMs on dual Dell 

XR12 Servers
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Innovation Through 
Virtualization
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Protection Relay vs Merging Unit vs VPR

Protection Algorithms

Control Functions

Automation

Protection Algorithms

Control Functions

Automation

Protection Algorithms

Control Functions

Automation

Analog/Digital I/O Analog/Digital I/OAnalog/Digital I/O

VPR

Protection Relay Merging UnitVirtual Protection Relay

= +
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Protection Relay vs Merging Unit

Fiber

Substation 

EquipmentProtection Relay Merging Unit

Control I/O Wiring
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Control House

Digital Substation Network

Network Switches

Fiber
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Digital Substation

PRP Network A

PRP Network B

PRP: Parallel Redundancy Protocol
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Centralized Protection

Substation Control 

Building
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Control House
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Protection Relay

Virtual Machine

Virtualized Protection
Main Power Transformer
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vPAC Architecture

XR12 (Hardware)

Hypervisor (OS)

XR12 (Hardware)

Hypervisor (OS)

Hypervisor Cluster Management

Virtual Protection Relay Virtual Machine (VM)
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vPAC Future

XR12 (Hardware)

Hypervisor (OS)

XR12 (Hardware)

Hypervisor (OS)

Hypervisor Cluster Managment

Virtual Protection Relay (VM)

Firewall (VM) Cyber Security (VM)

ADMS (VM) Access Control/Management (VM)

Container Applications (VM) HMI/RTU (VM)

Surveillance(VM) SCADA (VM)

Energy Trading (VM)
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Video Surveillance

Firewall

ADMS

Data Aggregation

Energy Trading

Access Control

Network Security

HMI
Replace dozens of 

protection relays

Consolidate other legacy 

substation devices

Prepare for future 

workloads

Future Workload

Future Workload

Future Workload

Future Workload

Future Workload

Future Workload

Protection 

Relay VM
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vPAC: Virtual Protection, Automation, and Control

• Full scalability of hardware and software

• Multi-vendor integration on the same hardware 

platform

• Remote asset and apps management through 

VM centralized asset management tools

• Compatible with open-source commercial 

vendors for the VM layer

• Allow EPCs and utilities to utilize the same 

components worldwide and customize only the 

apps needed in the VMs/containers
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Business Value Proposition 

Graphic supplied by Capgemini SE
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Business Value Proposition 

Graphic supplied by Capgemini SE
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Business Value Proposition 

Graphic supplied by Capgemini SE
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Active Partnerships and PoCs

ABB

Utility

Power Networks Demonstration Center (PNDC)

Utility

VMware

ISV

ISV

Utility

ISV

Utility

ISV

Utility Customers

Industry Partners

Tesco
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vPAC 
Alliance

“The following member 

companies have come 

together to form the 

vPAC Alliance and have 

started to fulfill its 

mission to develop a 

standards-based, 

flexible, manageable, 

and interoperable 

platform for the next-

generation smart grid.” 

vPAC Alliance



Copyright © Dell Inc. All Rights Reserved.29Internal Use - Confidential

vPAC Demo
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Montie Smith
Energy Solutions Advisor
Dell Technologies

Montie.Smith@Dell.com

+1 (972) 529 - 8629



End logo slide
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Paul Myrda
Sr. Technical Executive

July 26, 2023

GridWise Alliance Technology Council Meeting 

Virtualization of P&C and More

http://www.epri.com/
https://www.linkedin.com/company/epri
https://www.facebook.com/EPRI/
https://twitter.com/EPRINews
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Virtualized Platforms

Simplified Overview Protection, Control & Monitoring
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Why do we need a new PAC platform?
 Deploying more racks of defined-function IEDs is unsustainable – we already are 

challenged to keep up with the obsolescence treadmill.
 The industrial, business, and communications/IT worlds have moved to new wide-area 

flexible generic platforms and tools.
 Leading-edge developments we see in PAC give us methods and tools to adapt to the 

emerging grid.

The new Unified Grid Control Platform (UGCP) PAC architecture merges these 
developments 
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UGCP Architecture - Conceptual
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UGCP Architecture - Conceptual
 Event Based Services

– Low latency

 Protection Domain Services
– CPU Intensive 
– Millisecond time

 Infrastructure Services
– Microsecond precision time
– PTP Synchronization
– GOOSE Interchange

 Micro-Orchestration
– Core / Memory assignments
– CPU time

 Macro-Orchestration
– Clusters of nodes
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Substation 
Interface

UGCP

Example Functional Architecture

Sampled 
Values

GOOSE

PTOC: Time 
Overcurrent 

67N

PDIF: 
Differential 

87L

TRIP
GOOSE Publisher

GOOSE Subscriber XCBR

Signal Processing Analytics

PDIS:  
Distance 21
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Utility Test Bed

 Duplicate Hardware Platforms

 2 different virtualization products

 6 different VM’s

 Similar Lab at EPRI Knoxville
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EPRI initial testing of GOOSE communications among platforms 
and containers

 Separate hardware 
platforms can be 
different.

 Hypervisor (Type 1 
runs on HW) manages 
containers with virtual 
machines.

 Virtual machines are 
networked and can 
exchange GOOSE or 
any other PAC traffic

HyperVisor 1

VM2
OS2

VM1
OS1

VM3
OS3

VM4
OS4

HyperVisor 2

VM2
OS2

VM1
OS1

VM3
OS3

VM4
OS4

Pong Destination 
Address MSB (Hex) 03 05 07 09 11 13 15 17

Network

Network
Capture

GOOSE 
Publisher(s)

Ping: 01:0c:cd:01:01:b8

Pong : 09:0c:cd:01:01:b8

Analyze 
PCAPs

Determine 
relative 
times

Statistical 
analysis

Speed and 
consistency

Export PCAP 
file
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EPRI initial testing of GOOSE communications among platforms 
and containers

 Typical 100 ns inter-
container GOOSE 
messaging response 
time depending on 
loading. 

 Tests on today’s 
practical hardware 
showed plenty of 
capacity for full-
substation PAC 
functions exchanging 
messages 
continuously.



© 2023 Electric Power Research Institute, Inc. All rights reserved.10

Partial Test Scale Up Plan

Test VM-1 VM-2 VM-3 VM-4 

1 
GOOSE test 

software 
executing 

Not running Not running Not running 

2 
GOOSE test 

software 
executing 

Running Not running Not running 

3 
GOOSE test 

software 
executing 

Running Running Not running 

4 
GOOSE test 

software 
executing 

Running Running Running 

5 
GOOSE test 

software 
executing 

GOOSE test 
software 
executing 

Not running Not running 

6 
GOOSE test 

software 
executing 

GOOSE test 
software 
executing 

Running Not running 

7 
GOOSE test 

software 
executing 

GOOSE test 
software 
executing 

Running Running 

8 
GOOSE test 

software 
executing 

Loading software 
running at 50% 

Running Running 

9 
GOOSE test 

software 
executing 

Loading software 
running at 50% 

Loading software 
running at 50% Running 

10 
GOOSE test 

software 
executing 

Loading software 
running at 50% 

Loading software 
running at 50% 

Loading software 
running at 50% 

11 
GOOSE test 

software 
executing 

GOOSE test 
software 
executing 

 
Loading software 
running at 50% 

Loading software 
running at 50% 

Loading software 
running at 50% 
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Relevant Industry Grid Edge Activities

IEEE PSRC HTF 45 - Guide for Centralized Protection 
and Control (CPC) Systems within a Substation

IEEE PSCCC P21 - System Architectures Supporting the 
Virtualization of Substation Protection and Control Applications

Setting-less 
Protection Methods 

for Grid 
Transformation 2013

Setting-Less 
Protection Methods 

2014

Centralized Substation Protection 2018 

Field Demonstration 2018 

IEEE Power Systems Relaying Committee 
(PSRC) Report on “Centralized Substation 

Protection and Control

ARPAe 2018 - Resilient, Cyber Secure Centralized 
Substation Protection (RCSP)

Red Eléctrica and Elewit are working on the EPICS 
(Edge Protection and Intelligent Control Solution)

ABB - Smart substation control 
and protection SSC600

TC 57 - AG 22, TASK FORCE 3: Provide an end-to-end TC57 
vision on future applications for power systems.

Common Substation Platform: Utility 
Requirements Assessment – Part 1

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
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Recent Related Publications

Publication 3002023378 Publication 3002021252
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Together…Shaping the Future of Energy™
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SVC PLUS FS Grid-Forming for 
Voltage & Frequency Support

Restricted © Siemens Energy 2021 www.siemens-energy.com
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Transition to inverter-dominated system

Shift from power systems dominated by synchronous machines to 

inverter-dominated systems

Some weak connected “pockets” are already 100% inverters

Need for Grid-Forming

Need for Inertia

Need for Fast Frequency Response

2

~
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DER generation interruption 

• Significant amount of DER may block and delay 

recovery after a fault (e.g. Odessa disturbance). 

• This leads to frequency drop and potentially load 

shedding

• Risk of frequency collapse in island or weakly 

connected grids

3
Source: Odessa Disturbance. Texas Events: May 9, 2021 and June 26, 2021. September 2021

https://www.nerc.com/pa/rrm/ea/Documents/Odessa_Disturbance_Report.pdf

“the frequency nadir occurred at 

around 59.805 Hz at 3.3 seconds 

after the initiation of the event.” 

Need for GFM short-term 

storage

1340MW loss
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World-first project is currently under execution
GFM SuperCap STATCOM

Product SVC PLUS FS (Siemens Energy)

Active power +/-200MW

Energy 200MWs

Reactive 

Power
+/-300MVAR

System 

Voltage
380kV

Special 

Features

- GF Statcom with supercap energy 

storage

- Virtual Synchronous Machine

- Fast Frequency Response

- Voltage control

In Service 

Date
est. 2025
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https://read.nxtbook.com/ieee/powerenergy/powerenergy_march_2023/statcom_technology_evolution_.html?mkt_tok=NzU2LUdQSC04OTkAAAGKN_QLCMLo2FHP9jI3HOnp0HjZyWKQGjebr_cZAKHGSs5G3DRKnFh7P7fhdpCktBVyxL7V3MpaowXE_XPucX8XjbKy27k1t22PeCi6xOwgCYU
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Contact Details 

Sergey Kynev

Lead Engineer FACTS

Transmission Solutions 

North America

8841 Wadford Dr

Raleigh, NC 27616

USA

Mobile: +1 720 326 7942

sergey.kynev@siemens-energy.com

siemens-energy.com

https://www.siemens-energy.com/
mailto:peter.kohnstam@siemens-energy.com
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